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1.  POLICY AND PRINCIPLES 
 

1.1  DM Principles 

 
The aims of the DirectMoney Pty Ltd and its various operating wholly owned subsidiary or 
joint venture companies (hereinafter referred to as “DM”) in the management of its 
employees are: 

 

 To attract and retain a skilled workforce that is committed to DM’s values and strategy; 

 To develop a culture which encourages openness, honesty, trust, respect, teamwork 
and a pro-active mindset in line with DM’s values; 

 To promote equal opportunity; 

 To promote and develop good employment practices in support of DM’s aims; 

 To improve all employees’ capacity and capability; 

 To encourage self-development through learning, education and training opportunities; 

 To seek to continuously improve the performance of employees and to take 
appropriate steps to improve poor performance; 

 

DM carries a significant Human Resource risk. It is the servicing entity for investment in 
subsidiary or joint venture companies, many of which hold Australian Credit Licences which 
are subject to a rigorous compliance regime. This policy applies not only to employees of DM 
but also to employees of all the operating and joint venture subsidiary companies and all 
references to DM in this policy carries across the wider group. 
 
Employees are a major resource and asset in the delivery of products and services to 
existing and potential licenced entities and their customers. The level of service will be a 
major determinant of market place perception. 

 

Under NCCP Regulatory Guide 205 Credit licensing: General conduct obligations specifically 
RG 205.96 – 205.99, DM is required to have adequate human resources in place to comply 
with all its obligations under the Act. This policy is designed to ensure this requirement is 
achieved. 
 

It is, therefore, essential that DM has a Human Resource policy which supports the 
alignment of our employees with our goals and objectives and is consistent with all other 
Board policies and regulatory obligations, including the Fair Work Act 2009. 

 

1.2  Identifiable Risks and Controls 

 

Key Human Resource risks are: 
 

 Breach of applicable employment legislation or employment contract; 

 Recruitment of unsuitable employees; 

 Employee skills and performance levels, including a high level of customer complaints; 

 Employee satisfaction/morale levels; 

 Abuse of employees benefits or incorrect salary payments; 

 Employee fraud or theft; 

 Breach or non-compliance with any industry related or employment legislation, such 
as privacy, NCCP, anti-discrimination, Fair Work Act, Worker’s Compensation or 
WH&S; 

 Failure to comply with Work Health and Safety standards; 

 Loss of productivity; 

 Unacceptable employee turnover levels. 
 

This Human Resource Policy provides the basis of the core controls which have been put in 
place to reduce and/or mitigate these risks in DM.  
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Some of the other key controls (all of which will be further discussed in this policy) are: 
 

 Roles and responsibilities clearly defined by personal objective setting (when 
appropriate) and a performance review process; 

 Conditions of employment communicated and understood; 

 Board and Chief Executive Officer communication; 

 Individual employment contracts in place and accepted (when appropriate); 

 Recruitment processes and succession planning; 

 Induction and training of new staff; 

 Performance management systems in place; 

 Work Health and Safety standards clearly defined; 

 Regulatory compliance; 

 Internal control systems in place. 
 

1.3  Code of Conduct 
 
The purpose of the Code of Conduct is to outline the legal and ethical compliance standards 
DM applies to all its business practices. 
 
This policy applies to all DM Managers and permanent full time, part time and fixed term 
contract and casual employees. This policy also applies to paid contractors or 
representatives acting on DM’s behalf. The Code of Conduct cannot supersede laws and 
regulations.  
 

Alcohol and Drugs 

 

DM has a zero tolerance to the consumption of illegal drugs, using illegal substances or the 
consumption of alcohol whilst at work, or from being under the influence of any of these 
substances while at work. Any such occurrences will be dealt with strictly in accordance with 
this policy. 
 

Business Ethics 

 
When confronting ethical dilemmas, employee should always use their good judgement and 
common sense, in line with the spirit of the Code. Never hesitate to seek advice when 
unsure about the appropriate course of action. Asking before acting may prevent damage.   
 
These questions may also help employee’s decide when unsure about the best way to 
proceed: 
  

 “Are my intended actions legal and compliant with applicable legal, regulatory, and 
ethical standards?”  

 “Am I being fair and honest?”  

 “Will my actions stand the test of time?”  

 “How will I feel about it afterwards?”  

 “Could I justify it to my colleagues?”  

 “How would it look on the front page of a newspaper?” 
 

Company Records and Communication 

 

All requests for information on DM, via the media or any other external source should be 
directed to the Chief Executive Officer. No employee should provide verbal or written 
statements to the media. 
 
Every document created, or communications made, by employees are corporate records and 
could become public as evidence in litigation or regulatory investigation. Employees are 
encouraged to think twice about what information they convey to the outside world.   
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Any inappropriate comments to the media, regulators or government agencies could be 
misinterpreted or misunderstood and potentially incur unwanted liability.  
 
Information must not be withheld from DM internal and external auditors, lawyers, key 
personnel or such parties acting on behalf of DM.  
 

Employees must follow these guidelines when creating documents or communicating:  
 

 Carefully consider everything you express, in whatever medium. 

 Communicate thoughtfully, professionally and lawfully. 

 Never create anything, which you would not feel comfortable being identified with. 

 Don’t talk to regulators or the media unless you are authorised. 
 
DM company records containing confidential or proprietary information are the property of 
DM and must not be misappropriated by employees. 
 

Confidentiality 

 

Employees must maintain the confidentiality of business information entrusted to them at 
DM. The misappropriation of proprietary DM business information is a criminal act. It may 
also harm DM or its customers and could benefit our competitors. The obligation to preserve 
confidential information continues even after employees leave DM. 
 
Confidential DM business information (including information on DM customers) must never 
be used for personal gain, or otherwise misused for illegitimate purposes. Employees should 
not disclose confidential information to anyone internally or externally, unless the recipient 
has a clear “need to know” or “need to use”.  
 
Employees should be wary of casual disclosures in social settings. If in doubt, assume 
confidentiality. Company records containing confidential, proprietary DM business 
information, must not be misappropriated by employees. 
 

Conflicts of Interest 

 

DM does not allow its employees to make personal gain or otherwise profit from their 
employment by misusing their position or the company’s assets. Any potential conflicts of 
interests must be reported immediately to the Chief Executive Officer, as it is not always 
easy to determine whether a conflict of interest exists. 
 
Conflicts of interests arise when employee’s private interests (appear to) interfere in any way 
with work duties and/or the interests of DM.  Accordingly:  
 

 do not represent DM in any transaction or business relationship, in which you or your 
immediate family have a material personal interest; 

 do not transact privately with DM customers or suppliers if improper influence could 
(appear to) arise. Any such arrangements must be negotiated “at arm’s length”. 

 

Data Protection and Privacy 

 

DM respects and protects individuals’ personal data and privacy.  Personal data should not 
be processed without the (explicit or implied) consent of the data subject owner. 
 
It is imperative that employees ensure that people providing their personal data know how it 
will be used. Employees will keep personal data accurate and only as long as required for 
the original purpose.  
 

Discrimination and Harassment  

 

DM is committed to providing a work environment of equal opportunity and free from all 
forms of discrimination and harassment.  All intimidating behaviour is prohibited, be it in the 
office, in company or member related settings, or by using DM IT systems. Someone may 
feel harassed, whether this was intended or not.  
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Abusive, harassing or offensive conduct against an employee by any co-worker, member or 
guest is unacceptable, whether verbal, physical or visual. Examples include derogatory 
comments based on racial or ethnic or other characteristics protected by law, and 
unwelcome sexual advances. 
 

Employees are encouraged to speak out when a co-worker’s or customer’s conduct makes 
them feel uncomfortable and to report harassment of any form when it occurs.  
 

Financial Records 

 

Accurate and lawful recording, accounting and documentation which support all DM 
transactions are critical to our ability to make responsible business decisions.  Accounting 
records are relied upon to produce reports for the Board, customers, the Bank, governmental 
agencies and others. 
 
DM financial statements and the books and records on which they are based:  
 

 must accurately reflect all business transactions. 

 conform to all legal and accounting requirements.  

 conform to DM’s system of internal controls. 
 

Fraud or Other Misappropriation of DM Assets 

 

DM has zero tolerance for fraud (defined as a criminal act of deception for personal gain) 
and will cooperate as necessary with law enforcement agencies. Employees must never 
misuse DM proprietary business information or other assets even after leaving DM. 
Employees should not hesitate to notify the Chief Executive Officer whenever they have a 
(reasonable) suspicion of fraudulent activity. 
 
DM assets, such as products or computers, may only be used for legitimate business or 
other approved purposes, never illegally.  DM will take necessary action against employees 
if they: 
 

 steal or misuse DM assets. 

 falsify any business documents or records . 

 misuse confidential, proprietary DM business information. 
 

Gifts and Gratuities 

 

Employees shall not give or receive monetary or other gifts, personal favours or gratuities in 
connection with the business of DM. Exceptions include items of nominal value or 
reasonable and authorised business related expenditure for entertainment. As a guide they 
should not exceed the value of $200. Anything greater should be reported to the Chief 
Executive Officer.  
 

Records Management 

 

DM is committed to proper and lawful management of records. Corporate records are a 
valuable asset and must be handled with care. Corporate records, including e-mails, must be 
retained and destroyed in accordance with DM’s IT and Records Management Policy, whose 
main objectives are: 
 

 to comply with legal, regulatory and tax requirements. 

 to ensure transparent access to business information. 
 

DM records that are the subject of a legal or regulatory investigation must not be altered or 
destroyed. 
 

Safety and Health 

 

DM is committed to keeping its workplace free from hazards. All employees are responsible 
for maintaining a safe workplace by following safety and health rules and practices. 
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Threats or acts of violence or physical intimidation are prohibited. Employees should report 
any accidents, injuries, unsafe equipment, practices or conditions to the Chief Executive 
Officer. To protect the safety of all employees, DM employees must work free from the 
influence of any substance that could prevent employees from conducting work activities 
safely and effectively. 
 

Use of Information Technology (IT) 

 

DM IT facilities and systems (e-mail, Internet, and other telecommunication equipment) must 
only be used for legitimate business purposes. Beware of potential legal implications you 
could create by improper use of e-mail and Internet and other telecommunication equipment. 
E-mails are business records and could end up in court as evidence, or otherwise become 
public.  
 
The Internet is neither secure nor confidential. Unless prohibited by law and to the extent 
necessary for security or business reasons, DM may access your e-mails or Internet 
activities. 
 
Employees must use DM IT responsibly. It is prohibited to make use of DM e-mail and 
Internet systems and other telecommunication equipment: 
 

 for personal gain or any improper or illegal purpose. 

 to send or access insulting, offensive or otherwise harassing material. 

 accessing any gambling or related sites and/or participating in any form of gambling 

activities via the internet. 

 to interfere with other systems or data. 

 to participate in online “chat” or discussion groups for non work related purposes or in 
a way that could incur DM liability. 

 to solicit for ventures unrelated to DM business. 
 

Incidental and occasional personal use of DM IT is permitted, but only on a moderate basis 
and never for personal gain or any improper purpose. 
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2.  RECRUITMENT 

 

2.1  Recruitment Strategy 

 
Recruitment policies and practices have a significant impact on culture, climate, member 
relationships, fraud and ultimately DM’s profit and performance.  

 
Fundamental to DM’s success is the need to recruit and retain the number and quality of 
employees required to achieve our objectives and to provide a competent and flexible 
workforce who will deliver in a rapidly changing environment.  Attracting the right people into 
the organisation, the first time, will improve attrition and retention levels of the people who 
epitomise the values and aims of the Company. 

 

2.2  Recruitment Policies 

 
To ensure the success of DM’s recruitment strategies, the recruitment of all new employees 
to the Company will be subject to the following policies: 

 

 Approval to fill vacancies, change existing roles or create new roles rests solely with 
the Chief Executive Officer and other key nominated Managers when authority has 
been delegated. 

 The Chief Executive Officer will be involved in all job grading, salary, redeployment or 
consultation considerations. 

 All potential candidates will be subject to an interview, usually by at least two people, 
one of whom will be the potential candidates immediate superior. 

 References which are work-related with a preference from a previous supervisor must 
be independently checked. 

 All potential staff will be subject to a National Police check prior to appointment. 

 The final selection and appointment process rests with the Chief Executive Officer or 
nominated Managers when specifically delegated. 

 

2.3  Recruitment Advertising 
 

DM will adopt the following policies in respect of all advertising: 
 

 Role specification to be completed and with agreed salary (grade) by the Chief 
Executive Officer prior to any advertisement being placed. 

 The advertisements must accurately describe the key elements of the role, will not be 
misleading and emphasis that DM is an equal opportunity employer. 

 

2.4  Induction 
 
On commencement of employment, all staff will be provided with a job description, a copy of 
this policy document, and will be provided with induction training and an overview of the 
DM’s operations and aims by a Manager. 
 

2.5  Probationary Period 
 

Unless otherwise stated in your offer of employment, all new employees are subject to a 
minimum probation period of three (3) months. The probationary period gives DM the 
opportunity to assess the employee’s performance on the job. A period of six (6) months will 
be considered where appropriate. 

 

Probationary periods may also be implemented due to misconduct or poor job performance. 
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3.  PERFORMANCE MANAGEMENT AND TERMINATION 

 

3.1  Performance Evaluations 

 
The performance of all employees directly impacts on the performance of teams, business 
units, and the overall performance of DM.  This policy has been developed to ensure an 
employee’s performance is managed effectively. 

 
DM supports and fosters a performance review process in order to promote frank, honest 
and open communication between employees and the Chief Executive Officer at a formal 
level.  Performance reviews assist member service levels, goal setting, identifying training 
requirements and risks to the business. 

 
The Performance Management System consists of: 

 

 role specifications clearly defining individual responsibilities, activities and key 
performance indicators; and 

 annual performance reviews; 
 

The Performance Management System ensures: 
 

 performance evaluations provide a formal opportunity for two-way feedback and are 
not used as a means of disciplining an employee. 

 reviews are conducted privately and do not involve a third party unless mutually 
agreed upon. 

 discussions undertaking the evaluation process are confidential between DM and the 
employee concerned. 

 

3.2  Counselling and Disciplining 

 
DM aims, at all times, to provide an opportunity for employees to respond accordingly if their 
performance or conduct is being questioned. This policy has been developed to ensure 
procedural fairness and to create an environment that is conducive to the resolution of 
performance and/or conduct issues. 

 
The following policy and process is required to be observed by all employees: 

 

 Where possible Chief Executive Officer (in respect of Managers) or Managers (for all 
other staff) should aim to provide coaching to pre-empt counselling or disciplining. 

 The counselling/disciplinary process may include a combination of one or both of the 
following steps: 

 Informal Discussion  The Chief Executive Officer or a Manager discusses 
the performance with the employee and may make a diary note to the 
discussion for reference.  The employee is advised of the required performance 
and the consequences of failing to reach the advised standard. 

 Formal Counselling  The Chief Executive Officer discusses the 
performance with the employee and a written record of the meeting is kept.  
The employee is given a letter outlining the expected performance standard 
and the consequences of failing to reach that standard. This is considered a 
formal warning. 

 All employees must be made aware of the counselling and disciplining procedure at 
the beginning of each meeting relating to performance or conduct. 

 A written record must be made by the Chief Executive Officer when counselling 
occurs, and a copy placed on the employees personnel file. 

 At all counselling sessions it must be made clear to the employee what the 
consequences of poor performance, behaviour or conduct will be and whether 
termination is a possible outcome. 
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 The Chief Executive Officer should ensure someone senior to the employee or 
another Manager is present when conducting a formal disciplinary meeting. 

 The employee should be offered an opportunity to respond to any file note if a 
disciplinary notification is issued. 

 The employee must be given every opportunity to respond to any issues raised. 

 All disciplinary matters are confidential and are not to be discussed with anyone apart 
from a Chief Executive Officer or those directly involved in the meeting. 

 Misconduct offences that may warrant immediate dismissal include the following, but 
are not limited to these specific examples: 

 abusive language or behaviour towards employees or customers; 

 any action or behaviour, on or off duty, likely to damage the DM’s reputation 
and standing; 

 accessing/downloading or on-forwarding pornographic or offensive material; 

 using the Internet for purposes which are strictly excluded in Board Polices; 

 consuming illegal drugs, using illegal substances or alcohol, or being under the 
influence of these while at work; 

 fraud of any kind, including falsifying timesheets or the manipulation of any 
records or company data; 

 possessing weapons in the workplace; 

 refusal to carry out a reasonable instruction from an immediate supervisor or 
Chief Executive Officer or Chief Executive Officer; 

 any form of harassment, coercion or discrimination; 

 theft, violence, rudeness and abusive or threatening behaviour. 
 

3.3  Grievance Handling 

 
DM takes pride in promoting a fair, open and honest work environment that encourages 
employees to discuss any concerns or grievances they may have without fear of reprisal. 
 
Grievances are to be resolved quickly and efficiently as failure to do so may result in a 
negative impact on employees and the company. For the Chief Executive Officer or 
Managers involved in handling any personal grievance, the following policy applies: 
 

 A grievance is a clear statement by an employee of a work related problem, concern 
or complaint, including persons or equipment involved. 

 If an employee has a concern about the way they are being treated in the work place 
or the way, in which a situation directly affecting them has been handled, they have a 
right to raise their concern.  The employee must provide the Chief Executive Officer or 
Manager with an opportunity to resolve the issue in the first instance. 

 The company must ensure that all employees are aware of and are able to access the 
grievance procedure. 

 An employee who reports a grievance will be provided with information on the course 
of action (including options) that may be taken. 

 All grievance matters are confidential and should only be discussed with the relevant 
parties to the grievance. 

 

3.4  Terminations (Voluntary) 

 
The Company acknowledges the importance of processing terminations in a timely and 
efficient manner.  It also values the feedback obtained from exit interviews conducted with 
terminating employees.  This assists with the continual refinement of systems and business 
practices. 
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The following policies apply in the voluntary termination of employees: 
 

 When an employee terminates employment voluntarily, they are required to notify the 
company (usually a Manager) in writing. 

 The Chief Executive Officer is responsible for ensuring the employee receives their 
final pay and any outstanding monies owed. 

 If the employee does not provide sufficient notice, in accordance with their 
employment contract, they may have money deducted from their final pay in lieu of the 
period of notice not given. 

 An employee may finish earlier than their required notice period provided there is 
mutual consent between the employee and the Company. 

 

3.5  Terminations (Involuntary) 

 
DM reserves the right to dismiss, without notice, any employees found to have acted in a 
manner that constitutes gross misconduct as defined in the Code of Conduct (as set out in 
Section 1.3 of this Policy). 

 
The following policies apply in managing all involuntary terminations: 

 

 The Chief Executive Officer with the required authority must be notified and approve 
the dismissal of any employee. 

 Before terminating an employee, the Chief Executive Officer will ensure that the 
termination is not harsh, unjust or unreasonable and that the DM’s performance 
counselling and discipline procedures have been observed. 

 In the normal course two of the Chief Executive Officer or a Manager should be 
present at any dismissal interview. 
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4.  CONDITIONS OF EMPLOYMENT 

 

4.1  Privacy of Information 
 

DM is governed by many different governmental Acts and it is important that it complies with 
all requirements of each Act. 

 
The Privacy Act is a Federal Commonwealth Government Act that aims to protect each 
individual and ensures an individual’s rights to privacy and the privacy of their personal 
information.  All employees must abide by the relevant “Privacy Legislation”. 

 
DM collects and holds personal information in relation to customers and employees. 

 
Personal information means any information which identifies an individual or from which an 
individual’s identity can be reasonably ascertained.  Name, address and telephone numbers 
are examples of personal information. 

 
Sensitive information means information or an opinion about an individual’s racial or ethnic 
origin, political views, religious beliefs or affiliations, union memberships, criminal history, 
sexual preferences or health information. 

 
DM values employees’ privacy and will protect and maintain the privacy, accuracy and 
security of their personal information to the full extent provided by the law. 

 
It is a requirement that all employees fully understand and observe their personal obligations 
under the Privacy Act in all dealings with DM customers and guests, suppliers and other 
employees. 

 
Access to an employee’s personal file will be limited to the employee, the Chief Executive 
Officer/Managers, or other employees who have a justifiable need to know. An employee 
has the right to access his/her file and has the right of reply to information contained in their 
personal file. 

 

4.2  Affirmative Action and Equal Opportunity 

 
DM has a strong commitment to the practical application of equal opportunity within all facets 
of its operations.  This includes ensuring that employee management practices are 
conducted in a fair and equitable manner at all times.  Every individual will have an equal 
opportunity to apply for a position within the organisation subject to having the necessary 
skills, knowledge, qualifications and experience. 

 
The following policies apply: 
 

 DM will not tolerate illegal discrimination against any member or employee. 

 The merit principle will form the basis for all decision-making in the areas of 
recruitment, remuneration, promotions and professional development. 

 Decisions will only be based on the relevant experience, potential and the aptitude of 
applicants. 

 Equal opportunities will be provided to all employees in terms of training, 
development, formal feedback, remuneration, and benefits. 

 Any reports of illegal discrimination will be treated promptly and investigated 
thoroughly, maintaining confidentiality as required. 

 Any employee who is guilty of having illegally discriminated against another employee 
or potential employee will face disciplinary action. 
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4.3  Harassment  

 
DM is committed to a policy which endeavours to protect employees at all levels from 
harassment in the workplace. Harassment can occur through various means including 
sexual harassment, workplace bullying and discrimination. The following is DM’s standard 
policy on harassment: 

 

 Harassment in the workplace will not be tolerated under any circumstances.  
Harassment is any form of: 

 intimidation, 

 abuse, 

 offensive behaviour,  

 humiliation of a sexual or non-sexual nature, or 

 workplace bullying. 

 Every employee that commences employment with DM will be provided with 
awareness and training on the “Harassment” policy. 

 An employee may be uncomfortable with telling a colleague or Chief Executive Officer 
that behaviour is uninvited and inappropriate towards them.  In such cases, witnesses 
may note the employee’s body language and report the behaviour as harassment. 

 Complaints of harassment will be treated seriously and confidentially. 
 

Sexual Harassment 
 

Sexual harassment is any unwelcomed or uninvited behaviour of a sexual nature.  Examples 
may include, but are not limited to: 

 

 unwelcome touching; 

 personal remarks; 

 displaying sexual materials; 

 telling jokes of a sexual nature; 

 written or e-mailed material of a sexual or personal nature; 

 inappropriate gestures; 

 inappropriate leering at a person or body part; 

 making promises in return for sexual favours or making threats if sexual favours are 
withheld; 

 persistent questions or insinuations about a person’s private life; 

 stalking. 
 

Sexual harassment may occur as a single incident or as an ongoing pattern of behaviour 
directed toward one or more people. 

 
If a person witnesses behaviour that makes them feel humiliated or offended, it may amount 
to sexual harassment of that person, even though the offending behaviour is not directed 
towards that person. 

 
DM will at all times act to ensure employees are treated with fairness and all matters of 
sexual harassment will be thoroughly investigated to ensure natural justice is provided to all 
parties. 

 
Workplace Bullying 

 
Workplace bullying includes, but is not limited to: 

 

 shouting at or intimidating an employee; 

 using obscene or abusive language; 

 pushing or using physical force; 
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 threatening body language; 

 threats of dismissal as against a formal warning of dismissal; 

 unreasonable requests; 

 singling out an individual; 

 humiliating an individual; 

 constant criticism; 

 gossip. 
 

Workplace bullying is usually identified when there is an ongoing pattern of behaviour 
directed toward one or more people. 

 

4.4  Redundancy, Redeployment and Retrenchment 

 
DM is committed to a policy which attempts to minimise the retrenchment of employees 
wherever possible.  Redundancy, redeployment and retrenchment policy and procedures are 
governed by the applicable legislation, awards and individual employment contracts. The 
following policies apply: 

 

 All retrenchments must be approved by the Board. 

 All redeployment options will be considered. 
 

When positions are made redundant, employees must be treated with dignity and fairness in 
supporting their efforts to find alternative employment either within or outside the company.   
 

4.5  Work Health and Safety 

 
DM is required to comply with the work health and safety legislation which in NSW is the Work 
Health and Safety Act 2011 (NSW) following agreement in July 2008 to adopt new national model 
Work Health and Safety (WH&S) laws in most states and territories.  
 
The workplace safety and health of all people employed in DM and those visiting the company are 
considered to be of the utmost importance. Resources will be made available to comply with all 
the relevant WH&S Acts and regulations to ensure that the workplace is safe and without risk to 
health. 
 
The Chief Executive Officer has approved a separate policy which sets out the guidelines 
and legislated requirements to ensure full compliance with WH&S regulations. This is set out 
in Section 7 of this policy. All staff are provided with a copy of this policy at the time of their 
commencement of employment with the Company. 
 
Breach of the policy is considered serious misconduct and can result in disciplinary action 
including termination of employment. 
 

4.6  Smoke Free Work Environment 

 
There is strong scientific evidence that passive smoking is hazardous to health.  In 
accordance with its legal obligations to protect the health and safety of those who work at or 
visit DM, the Company has developed the following smoke-free workplace policy: 

 

 Smoking Bans - Smoking is prohibited within the confines of all DM offices. 

 Assistance to Quit Smoking - Professional help, including quit smoking advice and 
information, is available for employees who may require assistance to adapt to the 
policy.   

 Smoking Breaks - In harmony with a smoke-free work environment, the Chief 
Executive Officer and supervisors will not encourage or approve breaks for employees 
to smoke during work hours. 
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 Adherence to Policy - Employee observance of this policy is a condition of 
employment.  Any breach of the policy will incur normal disciplinary procedures. It 
should be noted that employees who fail to follow this policy can be fined for non-
compliance, and if non-compliance continues, their employment may be terminated. 

 

4.7  Abandonment of Employment 

 
DM will ensure that a procedure is applied and followed in incidents where an employee is 
suspected of abandoning the workplace without notice or reason.  

 
This policy will ensure that the correct steps are followed and an employee suspected of 
abandoning the workplace is provided with a fair opportunity to inform the employer as to 
why they are not at work before the employer terminates their employment. The following 
policy applies: 

 

 Abandonment of employment occurs where an employee does not attend their 
workplace for a period of three (3) days or more without notifying their employer to 
provide a valid explanation as to why they are absent. 

 DM employees must make all reasonable effort to contact the employee when the 
employee has failed to show for work without providing a reason for being absent. 

 

4.8  Whistleblower Protection Program 
 

DM is committed to a Whistleblower Protection Program to ensure there is an unhindered 
obligation to effective reporting of corrupt and illegal practices that are contrary to the Code 
of Conduct and the Human Resources Policy, by people at all levels. 

 
Reportable conduct by a person or persons connected with the company, in the view of the 
whistleblower acting in good faith, is: 
 

 dishonest or unethical conduct 

 fraudulent or illegal conduct 

 corrupt or other serious improper conduct 

 an unsafe work practice 

 a breach of legislation 

 any other conduct which may cause financial or non-financial loss to DM. 
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5.  SALARIES, WAGES AND LEAVE 

 

5.1  Salaries and Wages 

 
DM recognises that an effective remuneration system is essential to the success of its 
operations and to mitigate the risk of losing key employees.  It is committed to a policy of 
individually negotiated remuneration contracts, using established practices, for all 
employees.  
 
Remuneration of all contracted personnel will be reviewed at least annually by the Chief 
Executive Officer as applicable. 

 

Salaries are paid directly into your nominated bank account monthly, via electronic transfer.  
A payslip will be delivered to you within two business days of your pay day. 
 

5.2  Hours of Work 

 
The nature of DM’s business involves a five or six day week operation. Company hours are 
variable dependent on business requirements and are necessarily flexible to ensure return 
for the costs involved.  
 

Hours of work for all permanent or permanent part-time staff are specified in individual 
employment contracts. Casual staff hours are subject to variation based on the needs of the 
business. 

 

5.3  Leave (Annual) 

 
Annual Leave is granted to employees based on the provisions of their entitlements under 
relevant legislation including the Fair Work Act 2009 governing their employment conditions 
which is currently 20 days per annum.  Part-time employees are entitled to a proportionate 
amount of annual leave. DM will respond to leave requests in a flexible manner, but may 
restrict certain types of leave depending on business requirements. 
 

The following policies apply with respect to annual leave arrangements: 
 

 If you wish to apply for leave you are required to email your supervisor and office 
manager at least four weeks prior to the requested first day of leave. Applications will 
not be granted unless an employee has accrued, via annual entitlements, sufficient 
leave time. 

 Employees are encouraged to take leave in week or fortnight blocks wherever 
possible. 

 An employee may be requested to take leave if provided with one month’s notice in 
writing. 

 No more than six (6) weeks of annual leave can be accumulated without approval 
from the Chief Executive Officer. 

 If Leave-without-Pay is granted in conjunction with annual leave, an employee’s 
payroll entitlements are frozen for the duration of the unpaid leave. 

 

  5.4  Leave (Sick) 

 
Personal leave is granted to employees based on their employment contract and in 
accordance with their entitlements under relevant legislation and the Fair Work Act 2009 
which is currently up to a maximum of 5 days per annum. The following policies apply in 
respect of sick leave arrangements: 

 

 Sick leave is cumulative from year to year. 
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 Employees must notify the relevant Manager and Office Manager via email, telephone 
or text message as early as possible when absence is expected. 

 A medical certificate is required for two or more consecutive day’s absence. 

 If an employee is absent on either side of a public holiday, a medical certificate is 
required. 

 DM may request that an employee provide a medical certificate for any absence 
claimed as sick leave if patterns are suspect or excessive leave has been taken 
historically. 

 If an employee is requiring time off for a future medical procedure, they will be 
required to provide a medical certificate for that leave period. 

 A medical certificate must be in the form of a Doctor’s Medical Certificate, recognised 
by the Australian Medical Association. 

 Employees may request to use any annual leave accrued to ensure they are paid for 
any time taken for sick leave should their sick leave accrual be insufficient to cover 
their period of absence. 

 

Leave (Carer’s) 
 

 Carer’s leave is also available to employees and forms part of the personal leave 
entitlement as defined by relevant legislation and the Fair Work Act 2009. 

 Carer’s leave may be granted if an employee’s spouse, de facto spouse, child, parent, 
or sibling is sick. 

 DM may require an employee to establish that a family member was sick and needed 
care.  A medical certificate is sufficient in these cases. 

 Employees are eligible to use their yearly sick leave entitlement for the purposes of 
carer’s leave but this does not accrue from year to year. 

 

  5.5  Leave (Long Service) 

 
Long Service Leave will accrue in terms of the Long Service Leave Act 1955 after working 
for an unbroken period of ten years with an employer. The leave will be paid at the salary 
rate that is applicable when the leave is taken. 
 
To qualify there needs to be continuous service with an employer, even if the workers duties 
or position is changed during that time.  
 

5.6  Compassionate Leave 

 
DM’s employees, full or permanent part-time, are entitled to a maximum of two days leave as 
defined in the Fair Work Act 2009 without loss of pay on each occasion and on producing 
satisfactory evidence of the death in Australia, or where an employee has to attend a funeral, 
of the employee’s husband, wife, father, mother, brother, sister, child, stepchild, 
grandparents or parents-in-law. 
 

5.7  Internal Controls 

 
The Chief Executive Officer will ensure that acceptable controls are in place to mitigate the 
risk of fraud or malpractice within the salary payment system by developing appropriate 
procedures covering salary rate changes and variations, payroll, leave, employee data and 
information, and employee actual monthly and quarterly cost comparisons. 

 
The Office Manager will provide a quarterly reconciliation of all outstanding annual leave for 
all permanent and contracted staff, reporting movements from the previous quarter end and 
including leave accrued and leave taken.  
 
The controls will be regularly tested on an annual basis by external auditors. 
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6.  COMPUTER USE, INTERNET AND EMAIL 

 

6.1  IT and Computer Policy 

 

Overview 

 
DM’s systems provide a valuable tool for conducting business in the Company. The following 
rules have been established to ensure the proper use of equipment, network and electronic 
communications, as well as safeguard all information that is transmitted or received on it.   
 

The Company requires policies and rules on protecting our corporate information by 
governing the use of the DM’s IT systems. This document serves as the policy and reference 
point for all staff of DM on the internal information security policy. 
 

All messages, documents and information conveyed by or contained within the DM 
electronic resources – including correspondence, attachments etc – are the property of DM. 
 

A copy of this policy will be issued to each staff member. Routine compliance audits may be 
conducted to ensure adherence to the policy and its guidelines. Whilst this policy covers the 
key IT policy requirements, if other serious offences or events occur that are not contained in 
this policy, disciplinary action will be taken at Board discretion. 

 

Introduction 
 

Computer information systems are an integral part of business and costly. These policies 
and directives have been established in order to: 
 

 Protect this investment. 

 Safeguard the information contained within these systems. 

 Reduce business and legal risk. 

 Protect and maintain the good name of the company. 
 

Violations 

 

Failure to observe these guidelines may result in disciplinary action by the company 
depending upon the type and severity of the violation, whether it causes any liability or loss 
to the company, and/or the presence of any repeated violation(s). 
 

Statement of Responsibility 

 

Security is everybody’s responsibility and it is a requirement of employment with DM that all 
staff will adhere to and comply with this policy. The following sections list additional specific 
responsibilities for DM and its employees. 
 
The Chief Technology Officer will ensure that all appropriate staff are aware of and comply 
with this policy and create appropriate performance standards, control practices, and 
procedures designed to provide reasonable assurance that all employees observe this 
policy. 

 

Systems Access and Security 

 

DM’s websites are implemented using up-to-date best coding practices and regularly tested 
against numerous known online threats. Public access is made available to DM’s public 
facing website, and the administration website is restricted to authorised accounts only. Each 
authorised person is issued a unique account that is assigned roles that restrict available 
operations, and a strict password policy is enforced. 
 
DM’s websites are constantly reviewed to ensure integrity, availability and security. DM’s 
development team monitors internet threats and regularly test the service to ensure it 
remains secure.  
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Several third-party services are used by DM staff, each dictates their own security standards 
that are reviewed and approved by the CTO. The CTO appoints administrative staff to maintain 
access privileges to each system as required.  

6.2  Access Codes and Passwords 

 
Passwords should be protected at all times. Managers and employees are ultimately 
responsible for any information that is sent from your electronic communications, User ID 
and the DM information that you are privy to is Confidential, it is important that electronic 
communications and access privileges are safeguarded.   
 

Because of the small nature of the DM’s operation some User ID and passwords may be 
shared between some key staff. Any password lists maintained by any staff must be 
maintained in a password protected document. Hard copies of passwords must be stored in 
a secure location, such as a safe. 
 

Frauds and Passwords 

 

When an employee signs on to any DM computer or online service, they are adopting 
responsibility for transactions that occur under their name. This is particularly important 
relative to fraud and passwords. Fraud can take many forms, and technology has 
broadened this even further.  Users must not: 
 

 Impersonate another person (e.g. by using someone else's password or by using a 
computer signed on as someone else).  

 Tamper with e-mail (e.g. amending a stored message; making an e-mail appear to be 
from someone else). 

  
Passwords — Subject to the policy outlined above, Users are responsible for the use of 
their password(s) and must be careful to prevent misuse of access.  The following 
procedures must be observed: 
  

 Users should not tell their password(s) to anyone else nor should they allow anyone 
else to sign-on using their password. If an employee requires access to facilities that 
they do not have, they should speak to their manager.  

 Should password(s) become known to others, change it(them) immediately.  

 Avoid writing down passwords, unless they can be stored securely.  

 Passwords should be changed regularly or immediately if there is any indication of 
possible system or password compromise. When choosing a new password avoid re-
using one recently used.  

 Users must log off or lock their computer when they are going to be away from it for 
any significant period of time, including lunchtime and leaving the office for the day. 

 Any misuse of password should be reported to the Chief Executive Officer 
immediately.  

 Users should change temporary passwords at the first log in.  
 

6.3  Viruses and Causes 

 

A virus is a self-reproducing program, maliciously hidden in another program, which can 
become active at any time.  
 

If the program is downloaded or copied, the virus may spread and corrupt further disks and 
programs, which may lead to important information being destroyed, damage to systems or 
loss of systems access. Viruses can arrive via e-mail or can be downloaded from the internet 
and users should not open any unusual e-mails from an unrecognized source.  Should an 
employee receive an unusual e-mail or from an unrecognized source, they must not open it 
and report it immediately to the Chief Technology Officer. 
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To guard against viruses, users must:  
 

 Store files on the hard drive which is constantly checked for viruses.  

 Always save any file attachments received via email that are not shortcuts or links 
directly to the hard drive before viewing. 

 Not run unauthorized copies of programs.  

 Report any message about viruses that appear on their screen to the Chief Executive 
Officer. Users must not use their PC for anything until they are satisfied that it is safe 
to do so.   

 

Installation of software 
 

No unauthorised employee should install any unauthorized or incompatible software onto a 
DM computer, or onto DM devices. 
 
No DM employee should download or install any piece of software on to DM devices, for 
business purposes or otherwise, without prior consent from the Chief Technology Officer. 
This includes downloading of software from internet sites, and installation of screensavers, 
games, or other peripheral programs. 
 
Software installed on devices owned by employees is permitted, but may be reviewed by 
Chief Technology Officer or appointed staff at any time, and a request may be issued to 
either remove the software, or discontinue connections to DM services from the device. 
 

Employee Responsibilities 

 

These policy requirements apply to all employees: 
 

1. Employees shall not knowingly introduce a computer virus into company computers.  

2. Employees shall not load diskettes, removable drives or media of unknown origin.  

3. Virus scanning software must not be interrupted, turned-off, removed or tampered with 
in any way. 

4. Anyone who suspects that their workstation has been infected by a virus shall 
discontinue using the device to connect to DM services, and report the issue to the 
CTO or an IT support officer. 

 

6.4  General Use and Ownership 

 
DM’s computer systems are solely designed to accommodate the business needs and 
activities of the company. Therefore, users should avoid using the system for personal use 
or storage of personal information.  Because of the need to protect and maintain DM’s 
assets, management cannot guarantee the confidentiality of information stored on any 
network drive, PC hard drive or any other electronic storage facility that becomes connected 
with DM online or onsite services. Nor can DM guarantee that personal information will not 
be deleted or published without the individual’s knowledge or consent. 
 

Where users do make personal use of the system they should be aware that privacy of the 
data they create on corporate systems is not protected by law and the data is accessible to 
DM. 

 

For security and network maintenance purposes, authorised individuals within DM (or any 
outsource partners) may monitor equipment, systems, e-mail activity and network traffic at 
any time. 
 

The company has the right to audit networks and systems on a periodic basis to ensure 
compliance with this policy. This monitoring can occur without your specific consent or 
knowledge at that time. 
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Acceptable Usage 
 

All users must: 
 

 keep passwords secure and must not share network user-IDs. Authorised users are 
responsible for the security of their passwords. 

 ensure that all PCs, laptops, phones and tablets used to access DirectMoney 
information services are secured with a password-protected device lock feature, with 
the automatic activation feature set at 10 minutes or less of inactivity. Devices should 
be explicitly locked when left unattended. 

 If a device has multiple users with different accounts, keep sensitive customer or 
business files stored on local devices to protected folders (eg. C:\Users\username). 

 If a laptop, usb stick or other portable data storage device is to contain sensitive data 
and taken outside the office, then consider using encrypted folders 

 exercise special care to protect all data on portable computers because information 
contained on portable computers is especially vulnerable. 

 
These policies must be followed on all devices used to connect to DM’s onsite or online 
network services. 

 

Unacceptable Usage 
 

The following activities are strictly prohibited, with no exceptions:  
 

 Violations of the rights of any person or company protected by copyright, trade 
secret, patent or other intellectual property, or similar laws or regulations, including, 
but not limited to, the installation or distribution of "pirated" or other software 
products that are not appropriately licensed for use by DM. 

 Introduction of malicious programs into computing devices, networks or online 
services. 

 Revealing your password or allowing use of your user-ID by others, including work 
colleagues.  This includes family and other household members when work is 
being done at home. 

 Using a DM computer to actively engage in procuring or transmitting material that 
is in violation of the Code of Conduct. 

 Tampering with or disabling the automated malware detection systems in place on 
all devices. 

 Any security breaches or disruptions of network communication. These types of 
breaches include: 

 accessing data of which the employee is not an intended recipient; 

 logging into a server or account that the employee is not authorised to 
access; 

 unauthorised use of any network sniffing, pinged floods, packet spoofing, 
denial of service, port scanning or similar utilities; 

 executing any form of network monitoring which will intercept data; 

 circumventing user authentication or security of any host, network or 
account. 

 

When accessing DM services from a device that is not owned and controlled by 
DM or a DM employee or contractor: 

 

 At no time should passwords be saved on the non-DM-related PC, nor 
should the password be given to a family member or friend. 

 At no time should you disclose any detail of DM’s online services. 
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Employee Responsibilities 

 
For on-site systems, the following directives should be followed by all employees: 
 

 

1. USB thumb drives and portable storage devices should be stored out of sight when 
not in use. If they contain highly sensitive or confidential data, they must be locked 
away. 

2. Diskettes, tapes, portable storage devices and other data storage media should be 
kept away from environmental hazards such as heat, direct sunlight, and magnetic 
fields. 

3. Environmental hazards to hardware such as food, smoke, liquids, high or low 
humidity, and extreme heat or cold should be avoided. 

4. Employees shall not take shared portable equipment such as laptop computers out of 
the office without the informed consent of their department manager. Informed 
consent means that the manager knows what equipment is leaving, what data is on it, 
and for what purpose it will be used. 

5. Mobile employees using portable equipment such as laptops or notebook computers 
out of the office must ensure these assets are properly secured and not left 
unattended or in plain view  

6. Employees should exercise care to safeguard the valuable electronic equipment 
assigned to them. 

 

Employees who neglect this duty may be accountable for any loss or damage that may 
result. 
 

6.5  Internet Policy 

 
This policy sets out guidelines for acceptable use of the Internet in the Company. The 
primary purpose for which access to the Internet is provided is to assist in carrying out any 
duties of employment or contract. 
 
Employees (or delegated individuals) are not to use the Internet in such a way as to 
significantly interfere with the duties of their employment (or contract) or to expose DM to 
significant cost or risk of liability. 
 

Internet - Acceptable Uses 

 
The Internet may be used for — 
 

 Work-related purposes. 

 Sending and receiving personal e-mail messages, provided: 

 the volume is kept to a minimum and normal work duties are not impacted; 

 all email messages (and user group postings) have a disclaimer to the effect 
that the views of the sender may not represent those of DM. 

 Sending and receiving e-mail attachments that are work related.  Use extreme caution 
when opening e-mail attachments received from unknown senders; they may contain 
viruses or other malicious computer programs. 

 Accessing the World Wide Web for personal purposes. This is discouraged and 
should be kept to a minimum. 

 Streaming recreational audio services, so long as bandwidth consumption is kept 
within tolerable levels. 

 

In all cases there should be only minimal personal use. Unnecessary usage could incur 
additional costs and may interfere with the employment duties of the employee. Users are 
responsible at all times to use the DM’s computer resources in a professional, ethical and 
lawful manner. 
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The Internet can be utilised for the following type of activities as long as they do not conflict 
with policy guidelines: 
 

 Conducting personal research; 

 Surfing or browsing the Web. 
 

Additionally, personal use of the Internet must not: 
 

 Interfere with the work performance of the user or his/her colleagues; 

 Have an undue impact on the operation of the DM’s computer systems related to the 
download of information or introduction of viruses; 

 Violate any provision of this policy. 
 

Internet - Unacceptable Uses 

 
Unless required for conduction work-related activities, Internet access must not be used for:  
 

 sending personal advertisements and non-work related e-mails to distribution lists 
except in the course of an employee's duties. 

 sending SPAM or unsolicited bulk e-mails, including the sending of "junk mail" or other 
advertising material to individuals who did not specifically request such material. 

 disseminating any confidential information of DM, its customers, vendors, without 
proper authority to do so. Individuals must know what is and is not acceptable based 
on their position and function or the nature of their contract with the Company. 

 any form of harassment, including abusive, hateful, degrading, demeaning, derogatory 
or defamatory materials, information or communication via e-mail through language, 
frequency, or size of messages. 

 any illegal purpose. 

 placing any business information on any publicly-accessible Internet locations without 
Board approval;  

 participating in electronic discussion sites (i.e., chat rooms, bulletin boards) as a 
representative of DM; 

 developing your own business-related Web site; 

 accessing Web sites, computer systems and networks on the Internet for which you 
are not authorised; 

 disseminating personal contact information of officers or employees of DM without 
their consent. 

 unauthorised use, or forging, of e-mail header information or identification. 

 accessing any gambling or related sites and/or participating in any form of gambling 
activities via the internet. 

 accessing sites or downloading any material that may be regarded as pornographic, 
obscene, sexually explicit, indecent or otherwise offensive in nature or that would 
contravene the Code of Conduct. 

 knowingly causing any other person to view content which contravenes acceptable 
business practice. 

 

Users may not upload (i.e. transfer from DM computers or systems to the internet) any 
software licensed to DM or data owned or licensed by DM without explicit authorization from 
the Chief Technology Officer, Chief Executive Officer or the Board. 
 
Users may not use Company facilities to download or distribute pirated or illegal or copy 
righted software/data, entertainment software, music or games.  
  
Users may not use DM's Internet facilities to deliberately spread any virus, worm, Trojan 
horse, or trap-door program code. 
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Additional Prohibitions and Requirements for Internet Access 
 

 Unauthorized access to remote Internet sites, application ports, mail designated ports, 
FTP, WWW or other internet services is strictly forbidden; 

 The use or possession of password cracking programs or Internet security tools are 
strictly forbidden; 

 Users must not attempt to circumvent established DM Internet security measures. 

 Users must not delete internet activity or history records. 
 

6.6  E-mail Usage Guidelines 

 

 Users should carefully consider the intended audience, tone, formality, and format for 
all e-mail messages. 

 Any message received which is intended for another person should be returned to the 
sender. All copies of the misdirected message should be deleted after it has been 
returned to the sender. An incorrectly addressed message should only be forwarded 
to the intended recipient if the identity of that recipient is known and certain. 

 

Monitoring and Enforcement of Policy 

 
All messages created, sent, or retrieved over the Internet are the property of the Company 
and may be regarded as public information. Computer surveillance is carried out on an 
ongoing basis. This surveillance may be continuous or intermittent. The Chief Technology 
Officer or Chief Executive Officer may monitor records at any time. 
 
All communications, including text and images, can be disclosed to law enforcement or other 
third parties without prior consent of the sender or the receiver. This means don’t put 
anything into your e-mail messages that you wouldn’t want to see on the front page of the 
newspaper or be required to explain in a court of law. 
 
DM reserves the right and has the ability to monitor, access and review at any time, on a 
continuous or intermittent and ongoing basis computer surveillance on all internet usage, all 
messages, documents and information transmitted and received on DM’s systems. 
 
This computer surveillance may includes the use of: 
 

 Email messages (including personal emails) and other electronic messaging systems– 
including the content of every email message received, sent or stored on DM 
computers including laptops.  This also includes emails deleted from the inbox. 

 Internet use (including internet use for personal purposes) this includes internet 
tracking, that is every URL visited which is traceable including the time of access, the 
duration of access and any documents downloaded from a URL site.  

 Other electronic files and documents (including personal documents). 

 created, modified, sent, received or stored using any DM electronic resources. 
 
Any employee found to have violated this policy may be subject to disciplinary action, up to 
and including termination of employment. 
 

Downloads and Uploads 

 
File downloads from the Internet are currently permitted as long as they relate to business 
needs, such as business content documents, white papers, product information, business 
brochures, system updates, etc.  It must be stressed that downloading or installing of 
executable programs is not permitted. 
  
If a program, utility, or executable file is required this must be requested from and/or 
authorised by the Chief Executive Officer. Installation of executable programs onto Company 
assets without approved licensing or authorisation can jeopardise the security of the network 
and confidential data and this may result in disciplinary action. 
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This policy may be reviewed from time to time or on a case-by-case basis at the discretion of 
the Board and file download access can be restricted or revoked if found to be unproductive 
or unauthorised in nature.  
 
Copyrights 
 
Employees using the Internet are not permitted to copy, transfer, rename, add, or delete 
information or programs belonging to others unless given express permission to do so by the 
owner.  
 
Failure to observe copyright or license agreements may result in disciplinary action by the 
company and/or legal action by the copyright owner. 
 

Employee Responsibilities 

 
An employee who uses the Internet or Internet e-mail shall: 
 

1. Ensure that all communications are for professional reasons and that they do not 
interfere with his/her productivity. 

2. Be responsible for the content of all text, audio, or images that are placed or sent over 
the Internet. All communications should have the employee’s name attached. 

3. Not transmit copyrighted materials without permission. 

4. Know and abide by all applicable Company policies dealing with security and 
confidentiality of Company records. 

5. Ensure applications designed to protect Company assets and data such as virus 
scans, security settings and firewalls are not adjusted, bypassed, turned off or 
removed from any computers or tampered with in any way that could expose 
confidential file(s) to the Internet. 

6. Avoid transmission of non-public member information. If it is necessary to transmit 
non-public information, employees are required to take steps reasonably intended to 
ensure that information is delivered to the proper person who is authorised to receive 
such information for a legitimate use. 
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7.  WORK HEALTH AND SAFETY  

 

7.1  Legislative Requirements and Policy 

 
DM is required to comply with the work health and safety legislation which in NSW is the Work 
Health and Safety Act 2011 (NSW) following agreement in July 2008 to adopt new national model 
Work Health and Safety (WH&S) laws in most states and territories.  
 
In terms of the legislation, DM is defined as a PCBU (a “Person Conducting a Business or 
Undertaking”) and the primary responsibility for work health and safety in the workplace lies with 
the PCBU rather than an employer alone.  
 
DM, as a PCBU, has a primary duty of care to ensure, so far as reasonably practicable (see 
Section 7.2 below), that workers and all other persons (for example clients or people visiting our 
premises), are not exposed to health and safety risks arising from our business activities or 
undertakings. This duty covers both workers engaged, or caused to be engaged, by DM, and 
workers whose activities in carrying out their work are influenced and directed by DM.  
 
DM has a duty of care that applies “to the extent to which the person has the capacity to influence 
and control the matter.” 
 
The workplace safety and health of all people employed in DM and those visiting the company are 
considered to be of the utmost importance. Resources will be made available to comply with all 
the relevant WHS Acts and regulations to ensure that the workplace is safe and without risk to 
health. 
 

7.2  Work Health and Safety Program 

 
DM has a primary duty of care to ensure the health and safety of workers while they are at work 
and that for ensuring that work carried out does not carry risk to the health and safety of others. 
This means that DM is required by law to: 
 

 Provide and maintain a safe work environment. 

 Provide and maintain safe plant and structures. 

 Provide and maintain safe systems of work. 

 Ensure the safe use, handling and storage of plant, structures and substances. 

 Provide adequate facilities (and ensure access is maintained). 

 Provide instruction, training, information and supervision. 

 Monitor the health or workers and conditions at the workplace. 
 
DM must ensure, so far as is “reasonably practicable”, that workers or other persons are not 
exposed to health and safety risks arising from its business or undertaking and takes in to account 
and weighs up all relevant matters including: 
 

 The likelihood of the hazard or risk concerned occurring. 

 The degree of harm that might result from the hazard or risk. 

 What the person concerned knows, or ought reasonably to know, about the hazard or risk, 
and ways of eliminating or minimising the risk. 

 The availability and suitability of ways to eliminate or minimise the risk. 

 After assessing the extent of the risk, and the available ways and the costs associated with 
eliminating or minimising the risk, including whether the cost is grossly disproportionate to 
the risk.   

 
In order to implement the general provisions of the legislation and DM’s policy, a program of 
activities and procedures will be set up, continually updated and effectively carried out.  
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The program will relate to all aspects of WH&S including: 
 

 Directors and officers will have an express duty to exercise due diligence to ensure that DM 
is complying with its WH&S obligations. 

 DM will implement a risk management program through which it will take positive steps to 
identify workplace hazards, assess each hazard in terms of likelihood and potential 
consequence, and take action to either eliminate or reduce all hazards identified.  

 WH&S training and education. 

 Work design, workplace design and standard work methods and practice, including those 
associated with technological change. 

 Safety rules. 

 Emergency procedures and drills. 

 Provision of WH&S equipment, services and facilities. 

 Workplace inspections and evaluations. 

 Reporting and recording of incidents, accidents, injuries and illnesses and provision of 
information to employees, contractors and sub-contractors. 

 

Consultation with Staff 

 

The law creates a positive obligation on DM, as far as is reasonably practicable, to consult with 
staff in relation to workplace safety matters. Consultation requires: 
 

 Sharing of health and safety information. 

 Providing workers with a reasonable opportunity to express their views, raise issues and 
contribute to the decision making process. 

 Taking the views of workers in to account and advising on the outcome in a timely manner. 
 

There is an obligation to consult when: 
 

 Identifying and assessing risks to health and safety, deciding ways to eliminate or minimise 
those risks and deciding on the adequacy of facilities for workers’ welfare. 

 Proposing changes that may affect the health and safety of workers. 

 When deciding on procedures for consulting with workers, resolving WH&S issues, 
monitoring workers’ health, or monitoring conditions at the workplace under the control of 
DM. 

 Providing information or training for workers. 
 

As a staff member you are in the best position to identify potential workplace hazards and to make 
recommendations with respect to the implementation of risk control measures. DM encourages 
the involvement of all staff in making ours a safe workplace. Your views are valued and will be 
taken in to account. 
 

DM has appointed a WH&S Officer to provide a clear communication channel for staff wishing to 
provide input or feedback with respect of our WH&S and Injury Management and Return to Work 
programs. 

 

Health and Safety Committee 

 

DM is not required by law to convene a formal Health and Safety Committee unless five workers 
request that such a committee be established. DM will not establish a committee unless requested 
to do so as our WH&S Officer has the necessary power to authorise action in response to the 
Board’s decisions and requirements and any other matters to ensure the Company maintains full 
compliance. 
 

Health and Safety Representative 

 

Under the legislation, if one staff member asks for a Health and Safety Representative (“HSR”) to 
be appointed, then DM is required to comply. The Act provides specific eligibility criteria, 
procedures for the election and training of the HSR. Roles and responsibilities are set out in 
Section 7.3 below. 
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7.3  Roles and Responsibilities 

 
All Managers and individuals who perform work on behalf of DM have a part to play in ensuring 
we maintain a safe workplace. Specific roles and responsibilities are set out below. 
 

Managers/Employers 

 

All Managers and employers have an obligation to ensure the general health, safety and welfare 
at work of all employees as well as other workers (such as contractors) who may be present in 
DM’s workplace. 
 

Managers/Supervisors 

 

The law extends workplace responsibility to managers and supervisors who are directly 
responsible for workplace safety within areas under their control. Management at all levels are 
required to contribute to the health and safety of all people in the workplace. 
 
Each manager is required to ensure that this policy and the WHS program are effectively 
implemented in their areas of control, and to support supervisors and hold them accountable for 
their specific responsibilities. 
 

Each first-line manager or supervisor is responsible, and will be held accountable, for taking all 
practical measures to ensure that the workplace under their control is safe and without risks to 
health, and that the behaviour of all persons in the workplace is safe and without risks to health. 
 

More specifically: 
 

 The supervisor will always be held accountable for detecting any unsafe or unhealthy 
conditions or behaviour. 

 If the supervisor does not have the necessary authority to fix a problem, they will be held 
accountable for reporting the matter promptly together with any recommendations for 
remedial action to the Chief Executive Officer or a Manager who does have the necessary 
authority. 

 The Chief Executive Officer or Manager who has the necessary authority will be held 
accountable for taking prompt remedial action to eliminate any unsafe or unhealthy 
conditions or behaviour. 

 

Employees/Workers 

 

As an employee (including the Chief Executive Officer, and all employees, managers and 
supervisors) you are required to comply with the WHS policy and programs to ensure your own 
health and safety and the health and safety of others in the workplace. 
 
You must: 
 

 Cooperate with DM in anything that you are required to do in order to ensure a safe 
workplace including: 

o Notifying your supervisor of actual and potential hazards 

o Wearing or using prescribed safety equipment 

o Carrying out work in a safe manner 

o Following health and safety instructions 

o Taking notice of signs 

o Adhering to speed 

o Participating in safety training. 

 Take reasonable care for the health and safety of co-workers and ensure your actions do 
not put co-workers at risk; 

 Work safely; 

 Use and maintain machinery and equipment properly; 

 Ensure that your work area is free from hazards. 
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As a worker you must not: 
 

 Intentionally or reckless interfere with or misuse anything provided in the interests of health, 
safety and welfare; 

 Move or deface signs; 

 Tamper with warning alarms; 

 Remove machine guards; 

 “Skylark” 

 Play jokes that may put the health and safety of others at risk; 

 Behave in a way that results in risk to others; 

 Intentionally hinder or obstruct the giving or receiving of any form of aid when a person is 
injured at work. 

 

Contractors and Sub-Contractors 

 
All contractors and sub-contractors engaged to perform work on the DM’s premises or locations 
are required, as part of their contract, to comply with DM’s WH&S policies, procedures and 
programs and to observe directions on health and safety from designated officers of the 
organisation. 
 
Failure to comply or observe a direction will be considered a breach of the contract and sufficient 
grounds for termination of the contract. Visitors who fail to follow directions should be asked to 
leave the premises. 
 

Clients or Visitors 

 
All clients and visitors to DM premises have a positive obligation to: 
 

 Take reasonable care for their own safety. 

 Take reasonable care to ensure their acts or omissions do not adversely affect the 
health and safety of other persons. 

 Comply with any reasonable instructions from DM or its officers and staff. 
 

The Role of the Health and Safety Representative 

 
If elected under the legislation, the Health and Safety Representative has expanded powers 
to: 
 

 Investigate complaints. 

 Inspect the workplace. 

 Attend interviews with the regulator or the PCBU. 

 Issue provisional improvement notices (as defined by the Act). 

 Issue directions to cease work. 
 

The Role of the WHS Officer 

 
The WHS Officer’s general duties include: 
 

 Monitoring changes in legislative requirements and ensuring DM is adhering to these 
requirements. 

 Monitoring the effectiveness of DM’s Workplace Safety Program with respect to their 
particular work group. 

 

In respect of DM’s WHS Program, the WHS Officer is responsible for reviewing measures 
taken to ensure the health, safety and welfare of all persons at their place of work. This 
includes: 
 

 Facilitating the training of all staff and managers with respect to the operation of our 
WHS Program and our Injury Management and Return to Work Program. 
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 Investigating any matter that may be a risk to health and safety in the workplace and 
carrying out workplace inspections. 

 Providing a clear communication line with employees with respect to WHS and Injury 
Management issues, including the management of the consultation process. 

 Communicating with staff with respect to the identification of workplace hazards. 

 Assessing the risks posed by the workplace hazards identified. 

 Co-ordinating the implementation of appropriate risk treatments and controls. 

 Investigating workplace injuries and taking appropriate steps to prevent/control such 
injuries in the future. 

 Maintaining an “Incident Register” in terms of legislated requirements. 

 Resolving any other WHS issues. 
 

7.4  Training, Education and Supervision 

 
DM is committed to train, educate and supervise staff in relation to workplace safety 
matters. At DM we meet this obligation in the following ways: 
 

 Training — All new staff joining DM are required to undertake specific WH&S training. 
Staff must be provided with training on our WHS and Injury Management and Return 
to Work programs. 

 Specific Individual Training Requirements — Where we identify that a worker, 
contractor or other visitor to the workplace may be exposed to specific hazards, further 
training will be undertaken. 

 High Visibility of Workplace Safety Programs and Policies — All our programs 
and policies are published on our shared DM Google Drive and therefore readily 
accessible to all workers who may wish to review these documents. 

 Short Form Policy Statements and Signage — DM has developed Short Form 
Policy Statements that are displayed prominently within the workplace together with 
signage designed to encourage the early identification or workplace hazards and 
reporting of workplace injuries. These statements are reviewed on a regular basis. 

 Ongoing Training and Education — On a regular basis all staff are requested to 
consider the workplace hazards identified and the treatments and controls 
implemented, and to provide feedback to the WHS Officer as to the overall 
effectiveness of the programs. 

 Emergency Evacuation Procedures — Ongoing education is provided for the 
emergency evacuation of DM’s premises in the event of a fire or other emergency. 

 

The staff consultation and training and education procedures are designed to ensure that 
staff are aware of WHS issues and have a clear channel for communicating workplace 
hazards. 
 

7.5  Identification of Workplace Hazards 

 
DM has a positive obligation at law not only to identify hazards that could harm employees, 
contractors or other persons at the workplace but to analyse the level of risk posed by the 
hazard and to treat or control the hazards identified. To assist the hazard identification 
process DM has developed the following systems and procedures. 
 

Hazard Register 

 
Based upon hazards that would typically be expected to be present in a workplace such as 
ours and historical experience of workplace injuries, DM has developed a register of 
potential workplace hazards.  
 
The Hazard Register provides a useful reference point for the continuing process of hazard 
identification within the workplace. 
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Monitoring Changes in the Workplace 

 
It is the role of the WHS Officer to review changes in the workplace and to assess hazards 
that may emerge from these changes. Typically changes in the workplace occur when: 
 

 We occupy new premises or extend our existing premises. 

 New plant or equipment is introduced in to the workplace. 

 Hazardous substances are introduced in to the workplace. 

 New work practices are introduced. 
 
The WHS Officer will also review WHS information relevant to our industry to assist the 
identification of workplace hazards. As new risks are identified they will be added to the 
Hazard Register and be assessed and treated in accordance of the WHS Program. 
 

Reporting a Workplace Incident 

 
When an incident may occur in the workplace which highlights the existence of a hazard but 
does not result in an injury (for example, a worker may fall but not be injured), the incident 
must be recorded in DM’s Injury/Incident Register. The incident will be investigated and 
corrective action taken where this is deemed necessary. 
 

Reviewing Workplace Injuries 

 
It is the role of the WHS Officer to investigate all workplace injuries. Where an injury arises 
as the result of a hazard which has not been identified, this risk will be added to the Hazard 
register and be assessed and treated in accordance with the WHS Program. 
 

Workplace Inspections 

 
It is DM’s policy to carry out workplace inspections on a regular basis to ensure we maintain 
a safe workplace. DM has created a program of inspections with respect to hazards that 
have been identified using a documented checklist. When an inspection has been completed 
the WHS Officer is responsible for keeping a record of the relevant inspection checklist and 
any subsequent Treatment Plan on file. 
 

Hazard Risk Assessment 

 
DM has a positive obligation to assess the risks posed by hazards in the workplace and to 
determine how best to modify our work processes to effectively eliminate or control the 
hazards. 
 
As workplace hazards are identified they are recorded in DM’s Hazard Register where each 
hazard is analysed. Central to the analysis process is the assessment of the likelihood of an 
event will occur, and the magnitude of the consequences of an event should it occur. 
 
Using the Risk Management Standard approach documented in the Risk Management 
Standard AS/NZS ISO 31000:2009, the likelihood and consequence assessments are 
combined within a risk matrix to provide an overall assessment of risk as extreme, high, 
medium or low. DM can then evaluate our treatment and control options and ensure that 
appropriate priority is given to the treatment and control of these workplace hazards. 
 

7.6  Record Keeping 

 
The record keeping requirements with respect to WHS matters are set out in detail in the 
relevant legislation of each State and are too extensive to reproduce in full within this policy 
and program. 
 
In general terms, management is responsible to ensure records are maintained with respect 
to all workplace safety issues, including, but not limited to: 
 

 A copy of this program. 
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 Training of workers/employees. 

 Minutes of WHS Committee meetings. 

 Reports on accidents, hazards and incidents. 

 Reports on workplace inspections. 

 Accident statistics. 

 Safety equipment records including from time of purchase to ongoing maintenance. 

 Method of hazard identification and risk assessments, including details of measures 
introduced and assessments of their effectiveness. 

 Workplace safety audits and reviews. 

 Details of qualifications held by key WHS and other individuals. 
 

Many workplace safety records are confidential and should only be accessible to those who 
have a need to know. This is particularly important in the case of incident reports and 
workers compensation claims which would contain personal data relating to individuals. 
 

7.7  Program and Policy Maintenance 

 

Legal and Regulatory Changes 

 
In designing our WHS and Injury Management and Return to Work programs, DM has had 
regard to its legal and regulatory obligations as well as to various guidelines, codes of 
practice and standards, published or referenced by regulators. 
 
DM is committed to achieving best practice in workplace safety and has delegated 
responsibility to the WHS Officer to monitor changes in legislation and to review best 
practice guidelines. Our WHS Officer is provided with access to our legal representatives 
and industry consultants to assist in maintenance of our workplace safety programs. 
 

Monitoring Treatments and Controls 

 
As important as it is to identify workplace hazards, to assess them and to develop risk 
controls, it is critical to ensure that we monitor and review the overall effectiveness of these 
treatments and controls over time. 
 
Whist all staff have an obligation to ensure that we maintain a safe workplace; it is the role of 
the WHS Officer to ensure the currency of the effectiveness of risk treatments and controls.  
 

Reviewing the Workplace Safety Programs 

 
Whilst we constantly monitor the workplace to identify hazards, DM is committed to 
reviewing the overall effectiveness of our Workplace Safety Programs on a regular basis. 
 

7.8  Return to Work Program 

 

DM Policy 

 

It is DM policy to: 
 

 Prevent injury and illness by providing a safe and healthy working environment.  

 Ensure that return-to-work as soon as possible after an injury is normal practice and 
expectation.  

 Ensure early access to rehabilitation services for workers who need them. 

 Consult with the worker’s nominated treating doctor about return-to-work. 

 Provide suitable duties, where practicable, for an injured worker. 

 Consult with workers to ensure that Return-to-Work programs operate effectively.  

 Ensure that participation in a Return-to-Work program will not, in itself, prejudice an 
injured worker.  
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 Participate and co-operate with our insurer’s injury management plan 

 Advise workers that refusal to cooperate with an injury management plan may result in 
suspension of weekly benefits.  

 Inform workers of their rights in relation to a workers compensation claim. 

 Maintain confidentiality of rehabilitation records. 

 Comply with Workplace Safety authority Guidelines if and when issued. 
 

Procedures 

 
When an Injury or Illness Occurs 
 
The worker must notify the employer as soon as possible after an injury occurs. DM’s Chief 
Executive Officer must notify our insurer within 48 hours of a workplace injury in which the 
worker is likely to be off normal duties for 7 or more days and must notify of all other 
workplace injuries within 7 days. 
 

The WH&S Officer (nominated hereunder), will contact the injured worker to ensure that 
appropriate medical attention is received and to prepare the injured worker for a safe and 
timely return to work consistent with medical advice.  
 
Nominating a Treating Doctor 
 
The worker must nominate a Treating Doctor who will be responsible for medical 
management of the injury and co-operate with the development and implementation of the 
Return-to-Work program and Injury Management Plan.  
 
Involving a Rehabilitation Provider 
 
When the injured worker is not likely to resume previous duties or cannot do so without 
alteration to the workplace or work practices the WH&S Officer will consult with the 
Nominated Treating Doctor, and/or the Nominated Rehabilitation Provider to obtain 
assistance and guidance.  If DM’s preferred Rehabilitation Provider is noted below. Note: 
The worker has the right to choose his/her own Nominated Treating Doctor and 
Rehabilitation Provider.  
 
Finding Suitable Duties 
 
The WH&S Officer in consultation with the Nominated Treating Doctor will ensure that 
individual return-to-work strategies are developed for each injured worker.  Suitable duties 
for partially incapacitated workers will be meaningful, productive and consistent with 
remaining capabilities. 
  
Consultation 
 
The WH&S Officer will consult with workers prior to any arrangement for the return of an 
injured worker on suitable duties. 
 
Disputes 
 
The WH&S Officer will try to resolve disputes by consulting with the worker, the Treating 
Doctor and the Rehabilitation Provider.  
 

DM’s WORKERS COMPENSATION INSURER – NSW 

NAME: Allianz 

POLICY NO: 9708163 

DM’s WORKERS COMPENSATION INSURER – VIC 

NAME: Gallagher Bassett 

POLICY NO: Employer Number: 14338195 
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ACKNOWLEDGEMENT OF HR POLICY 

 AND CONDITIONS OF EMPLOYMENT 

 

 
I acknowledge that I have read and understand DM’s Human Resource Policy, in particular: 
 

 Code of Conduct (Section 1.3 on Page 5) 
 

 Privacy of Information (Section 4.1 on Page 13) 
 

 Harassment (Section 4.3 on Page 14) 
 

 Computer Use, Internet and Email Policy (Section 6 on Page 18) 
 

 Work Health and Safety (Section 7 on Page 27) 
 
 
 
I have been made aware how to access this policy and the DM’s other policies and procedures for future 
reference. I am also aware that, should I be in any doubt about the interpretation of a policy or procedure, I 
should consult my immediate Manager or the Chief Executive Officer. 
 
I further acknowledge that the DM’s policies and conditions of employment are revised on an on-going basis 
and that my acknowledgement also relates to any future revisions or additions. The company also 
undertakes to advise all employees of changes to policy or conditions of employment. 
 
 
Signed by: 
 
 
 
______________________________   (Signature) 
 
 
 
______________________________   (Name in full) 
 
 
 
______________________________   (Date) 
 

 

 

 
This is the employee copy of the signed acknowledgement attached to your 
employment contract and placed on your personal file. 
 


